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In recent years, chatbots have grown in popularity, but they also pose security threats and weaknesses that require
attention. This systematic literature analysis reviews the prior work on information security in chatbots, highlighting
potential vulnerabilities, suggested countermeasures, and prospective future research approaches. According to the
analysis, there are a number of security risks that chatbots must guard against, including malicious input, user profiling.
contextual attacks, and data breaches. However, these problems may be addressed with the help of organizational controls,
end-to-end encryption, and blockchain technology. The evaluation also emphasizes how crucial it is to uphold user
confidence and allay privacy worries in order for chatbots to be adopted and used successfully in the future. This review's
taxonomy offers a helpful framework for classifying the papers and their findings.

Keywords: Chatbot; information security: systematic literature review (SLR): ChatGPT: security

1. Introduction

Conversational agents are another name for chatbots[1]. They are software applications that use artificial intelligence,
natural language processing, and machine learning to mimic human speech[2]. A wide range of businesses and
applications, including e-commerce, healthcare, banking. and education. have benefited from the emergence of chatbots
by becoming more convenient and effective. However, as these systems spread more widely, they also become more open
to various security risks and intrusions, which raises questions about the security and privacy of critical user data[3].

Information security has actually drawn more attention recently [4. 5]. The safeguarding of users' private information is
one of the main information security concerns faced by chatbots [6, 7,8.9,10,1 1]. The quantity of personal information
exchanged by chatbots, including financial data, health information. and personally identifiable information. is growing

as they are utilized more often across a variety of sectors and applications. This makes them a desirable target for
fraudsters, who might try to utilize chatbot weaknesses to get access to customer data without authorization.

For instance, if a healthcare chatbot is breached. an attacker might have access to private patient data like medical records,
prescriptions, and other details. Similar to the previous example, if a finance chatbot is compromised [12,13], an attacker
may obtain user financial information, including credit card numbers, bank account information, and transaction history.
The requirement to uphold user confidence and trust in these systems is a crucial component of chatbot information
security[6.7,8.9,14.15,16.17,18]. When using chatbots, users must have faith that their personal information is safe and
secured. Trust among users can be damaged by a security lapse or data leak. which can have serious repercussions for
companies and organizations who employ chatbots to offer customer service and assistance.

For instance, the businesses impose secret regulations in the terms and conditions and disclaimers of the website to obtain
user agreement to use their data. Companies in this situation are legally permitted to store personal data. However, it's
possible that the user is unaware that their data has been shared with outside parties [19, 20]. The fact that older adults
appear to behave differently than younger adults when selecting a chatbot for customer assistance as opposed fo connecting
to a live agent is another factor to take into particular account for consumer trust [21.22]. Although they make up a sizable
portion of the population. older folks may still value human interaction more than chatbots,
primarily or mostly on chatbot communication risks alienating this market [23].
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Abstract

In order to evaluate and interpret emotional states from voice sienals in real-time, this study offers an Al-driven speech
emotion detection system that makes use of Internet of Things (IoT) technologies. Intelligent systems that can comprehend
human emotions are becoming more and more necessary as Al and IoT merge. These systems can improve user experience
in a variety of applications, such as adaptive learning environments and mental health monitoring. After extracting pertinent
features from audio samples using sophisticated signal processing techniques, the suggested system implements machine
learning models such as subtle displays of emotion. IoT integration makes it easier to collect and process data in real time,
proving the system's usefulness. Future advancements in emotion detection and analysis are made possible by this research,
which helps create Al systems that are more sensitive and adaptive.

Keywords: Speech Emotion Recognition. AI Technology, Machine Learning, Natural Language Processing (NLP),
Emotion Analysis. Voice Analytics, Sentiment Analysis, Real-time Detection. Emotion Classification. Deep Learning,
Audio Processing, Multimodal Emotion Detection, Human-Computer Interaction, Data Annotation, Emotion Database.
Feature Extraction, Speech Signal Processing. Contextual Understanding, User Experience Enhancement

I. INTRODUCTION

Speech is a fundamental mode of human statement that conveys not only language content but also a wealth of emotional
information. Speech Emotion Recognition (SER) is the capacity to identify emotions from speech cues has profound
implications across various domains including human-computer interaction, healthcare, education. and entertainment.
Emotion recognition systems enable machines to perceive and respond to human emotions, thereby enhancing the quality
and effectiveness of interactions in these domains. Understanding human emotions from speech is crucial for developing
empathetic and responsive artificial intelligence systems. Emotion-aware systems in human-computer interaction can
modify their replies according to the user's emotional state, resulting in more tailored and efficient interactions. For
instance, in virtual assistants or customer service applications, recognizing frustration or satisfaction in a user's voice can
tailor responses to better meet their needs. In healthcare. SER systems can aid in the early detection and monitoring of
emotional disorders such as depression or anxiety by analysing speech patterns indicative of emotional distress. Educational
applications can benefit from emotion-aware tutoring systems that adjust teaching strategies based on student engagement
and emotional responses. Moreover, in entertainment and media, SER systems contribute to enhancing user experiences
by personalizing content recommendations or adapting storytelling based on audience emotional feedback.

Early approaches to SER relied on handcrafted features extracted from speech signals. such as pitch. intensity, and spectral
characteristics, combined with machine learning classifiers like Support Vector Machines (SVM) or Gaussian Mixture
Models (GMM). These methods achieved moderate success but often struggled with capturing complex emotional nuances
and variations across different speakers and contexts. Recent advancements in Artificial Intelligence and Internet of Things
(ToT). particularly deep learning techniques, have revolutionized SER by enabling end-to-end learning directly from raw
speech data. This research paper aims to develop an Al-driven speech emotion detection system that leverages IoT
technologies for real-time emotion recognition. By implementing advanced machine learning algorithms, including
Support Vector Machines (SVM). Random Forest, Convolutional Neural Networks (CNN), and Long Short-Term Memory
(LSTM) networks, the study seeks to improve the accuracy and reliability of emotion detection from speech. Ultimately,
this system aspires to enhance user experiences by providing a deeper understanding of emotional states, thereby
contributing to a more empathetic and responsive technological landscape.

A. Aims of the Research

The primary objective of this research is to develop a robust Speech Emotion Recognition system using CNNs and evaluate
its performance across standard benchmark datasets. Specifically, we aim to;

1. Develop an Al-driven System: To design and implement a robust speech emotion detection system that leverages
artificial intelligence techniques and IoT technologies, facilitating real-time analvsis of emotional states from spoken
language.

2. Enhance Emotion Recognition Accuracy: To explore and evaluate various machine learning and deep learning
algorithms, including Support Vector Machines (SVM). Random Forest, Convolutional Neural Networks (CNN), and Long
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Highlights

* COVID-19 (87.18%) had severely impacted than Russia-Ukraine war
(79.49%), and Silicon Valley Bank collapse (75.55%).

* During crisis, APEC currency exchange rates pairs tend to form
contagion.

* South Korean won, Thai Bhat, Australian Dollar are identified as
consistent shock transmitters.

* Malaysian Ringgit, Philippine peso, Indonesian Rupiah, Chinese Yuan
are consistent shock receiver in the time domain.

Abstract

By combining TVP-VAR Model (time domain connectedness) and TVP-VAR based Barunik and
Krehlik model (frequency domain connectedness), this study analyzes the impact of the COVID-19
pandemic, the Russia-Ukraine war, and the Silicon Valley Bank (SVB) collapse on the Asia Pacific
Economic Cooperation (APEC) forum currency exchange rates. The results reveal that APEC
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Abstract

By locating the best potential solutions within predetermined search regions, optimization
algorithms are crucial for resolving challenging real-world issues. By simulating the
collective behavior of biological systems, nature-inspired swarm optimization algorithms
have demonstrated impressive performance in challenging search settings. The Chameleon
Swarm Optimization Algorithm (CSOA) is one of them that has drawn interest due to its
capacity for dynamic exploration and exploitation. However, CSOA is prone to local optima
and has delayed convergence. In order to increase search dynamics, this work suggests an
improved version of CSOA called the Galois-enhanced Chameleon Swarm Optimization
Algorithm (G-GSOA), which incorporates Galois field transformations. The Galois technique
improves search speed and solution accuracy by introducing organized randomization
through modular arithmetic. The "data race_bugs" dataset was used to evaluate the suggested
G-GSOA model in order to optimize the selection of test cases. According to experimental
results, G-GSOA performs better than other algorithms, including GOA, GWOA, HHOA,
and CSOA, in terms of robustness, fitness value, and convergence rate. G-GSOA's improved
search capabilities make it a viable option for challenging optimization issues in high-

dimensional search spaces, such as software testing.
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